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Abstract

This document provides the procedures for installing and configuring Symantec Endpoint Protection 12.1.2
for Customer Interaction Center servers, such as Interaction Center, Interaction Media Server, and
Interaction SIP Proxy.
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Symantec Endpoint Protection 12.1.2 for Customer Interaction Center Servers and Subsystems

Overview

This document provides procedures for installing and configuring Symantec Endpoint Protection 12.1.2 on
Interactive Intelligence product servers in your Customer Interaction Center 4.0 environment.



8 Installation

Installation

This topic contains the specific selections that you must choose when deploying Symantec Endpoint Protection
12.1.2 on an Interactive Intelligence product server in a Customer Interaction Center 4.0 environment.

1. Use Symantec Endpoint Protection Manager to deploy the software to the Interactive Intelligence product
server, such as Interaction Media Server, Interaction Center, or Interaction SIP Proxy.

2. Proceed with the installation until the Select Group and Install Feature Sets page of the Client
Deployment Wizard is displayed.

@Client Deployment Wizard [x]
Select Group and Install Feature Sets \/Symantec.
Install P 1 - Ny - N
| B windowes - Symantec Endpoint Protection version 12.1.2015.2015 - English E“

Thiz selection inchides:
WINIZEIT: Windowes - Symantec Endpoint Protection version 12.1.2015.2015 - English (2012-12-17)
WIMNEABIT: Windowes - Symantec Endpoint Protection version 12.1.2015.2015 - English (2012-12-17)

Group: Wy CompanyviDefault Group |87
Fowse..

Install Feature Sets.  |Rasic Protection for Servers B|
For setvers that recuire maximum netveork performance. Only basic protection technologies are installed. Metwork, welb, or
hehavior protection technologies are not installed.

Install Settings: Default Client Instalistion Settings [=]| options..

Content Options:
% All content (Recommended)

This option provides maximum security immecdiately following cliert installation. A1 cortert is contained inthe package st
the time of deploymert.

" Basic content

This option provides basic protection and crestes & smaler client deployment package. Virus defintions and other
contert are downloaded via Livellpdate after client installstion

Preferred Mode @ Computer mode  Usermode

| =mack | | mea= || cance

3. In the Install Feature Sets list box, select the Basic Protection for Servers item.

Caution!

It is very important that you select the Basic Protection for Servers item from the Install Feature
Sets list box. Other installation feature sets greatly reduce the performance and capacity of
Interactive Intelligence servers.

4. Select the Next button.

5. Finish the installation wizard.
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Configuration

This topic provides the procedure for configuring Symantec Endpoint Protection 12.1.2 after you have
deployed it to an Interactive Intelligence product server in a Customer Interaction Center 4.0 environment.

Important!
To successfully complete this procedure, ensure that the documentation for the Interactive Intelligence

product on which you are configuring Symantec Endpoint Protection 12.1.2 is available. The product
documentation for your Interactive Intelligence product provides specific information regarding the directories
and file types that you must exclude from the Auto-Protect feature.

To configure Symantec Endpoint Protection 12.1.2 on an Interactive Intelligence product server, do the
following steps:

1. From the Start menu, select All Programs > Symantec Endpoint Protection Manager > Symantec
Endpoint Protection Manager Tools.

2. In the left pane of the Symantec Endpoint Protection Manager window, select the Policies object.

@Svma ntec§

[ Symai

Po

@ |
o e o i AT mn

Important!

You can only define a Tamper Protection Exception through System Endpoint Protection Manager. You
cannot configure this feature through the client software.

3. In the Policies area, select the Exceptions item.
[} Symantec™ Endpoint Protection

4

ﬁ Policies H

e V) Wirus and Spyware Protection
ii Firesneall

@ Intruzion Prevention
[E Application and Device Control
) Livelpdate
<S> Exceptions

i Q Policy Components &

Reports

l

Policies

honitars

4. In the Tasks area, select the Add an Exceptions policy item.
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Paolicie=

%

Clients | |

[ ] 0]

Tasks

E,‘:I,:l Add an Exceptions policy
Al @ Impart an Exceptions policy

A

Q Search for Applications

This new exception policy will be for all Interactive Intelligence product servers.

The Exceptions Policy window is displayed.

Configuration

If you are configuring the antivirus software on an Interaction Center server, do the following steps:

a. In the lower-right area of the Exceptions Policy window, select Add > Windows Exceptions >

Tamper Protection Exception.

(@) Exceptions Policy
g Exceptions  Exceptions
Paolicy B
Exceptions
Owerview
Configure exceptions for scans and Tamper Protection, as applicable.
Exceptions
Client Restrictions Exception tem Platform Applies To Exception Type Action
| sou~ || Edt. || Dele
Application
Exception Details Windows Exceptions b ppl
Mac Exceptions »|  Application to Monitor
Exceptian tem Application Control
Applies Ta: Extensions
Action: File:
Exception type: Fuoldst
Knawn Risks

ok || cancal

Trusted Web Domain

Tamper Protection Excaption

]

The Add Tamper Protection Exception dialog box is displayed.

@Add Tamper Protection Exception

Tamper Protection Exception

Specify a file that wouw want to exclude from Tamper Protection.

Prefix variable: File {include full path):

[MCME] E|® |D:\.IS\.IC\Server\I3LRAU.exe

|| QK |H Cancel H

Help l

b. In the File (include full path) box, enter a file from the following list:

° I3LRAU.exe
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C.

d.

6. Do the following steps for each directory listed in the antivirus exclusion information in your Interactive

. RemocoServerU.exe
. HostServerU.exe
. ProcessAutomationServerU.exe

Select the OK button.

Important!

When you specify a file, you must include the full path, including the drive letter. You set the
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installation directory when you installed Interaction Center. Verify the path where these files are

located.

Repeat this series of steps for each file in the list.

Intelligence product documentation:

a.

c
d.
e

f.

In the lower-right area of the Exceptions Policy window, select Add > Windows Exceptions >
Folder.

The Add Security Risk Folder Exception dialog box is displayed.

In the Folder box, enter a directory from the directory exclusion list in the product documentation.

Important!

Ensure that you enable the Include subfolders check box for each directory exclusion.

®Add Security Risk Folder Exception B

Security Risk Folder Exception

Specify & folder that you want to exclude from securty risk scans

Prefix variahle: Folder:

[moner @ [EuziciLogs

¥ Include subfalders
Specify the type of scan that excludes this folder: Specify the type of security risk scan:
Security Rizk B Al Scans lz‘

| O H Cancel H Help |

In the Specify the type of scan that excludes this folder list box, select Security Risk.
In the Specify the type of security risk scan list box, select All Scans.
Select the OK button.

Repeat this series of steps for each directory in the list.

Do the following steps for each file extension listed in the antivirus exclusion information in your

Interactive Intelligence product documentation:

a.

In the lower-right area of the Exceptions Policy window, select Add > Windows Exceptions >
Extension.

In the box below the Select File Extensions list box, enter a file extension from the antivirus file
exclusion list in the documentation for your Interactive Intelligence product.

Select the Add button.

The specified extension is displayed in the Select File Extensions list box.
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@Add Security Risk Extension Exceptions BE

Security Risk Extension Exceptions

Specify file extensions that you want to exclude from security
rizk scans.

Select File Extensions

iminlog_ick:
ininlog
idpub

itne]

e

ivp

idc

i3

- 5
| |

Specify the type of security risk scan:
|.&.II Scans B|

|| OK ||| Cancel H Help ‘

d. Repeat this series of steps for each file extension in the list.

After you have added all documented file extension exclusions, select the OK button.

Configuration

In the Symantec Endpoint Protection Manager window, select the Virus and Spyware Protection

object.

®5ymantec Endpoint Protection Manager

() Symantec™ Endpoint Protectior

H
ﬁ Policies F
e o Wirus and Spyweare Protection
ii Firesneall
@ Intruzion Prevention
[@ Application and Device Cortrol
Moritars @) LiveUpdate
5> Exceptions
i‘ Q Paolicy Components
Reports
Policies

10. In the Virus and Spyware Protection Policies pane, right-click the policy that you added and select
Edit from the resulting shortcut menu.
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@ Symantec Endpoint Protection Manager

() Symantec™ Endpoint Protection Manager

ﬁ Policies ¥ [[)virus and Spyware Protection Palicies

Wirus and Spyvare Protection
Name |
Firewwall

Wirus and Spyware Protection policy - B: Recommended

e Intrusion Prevention A
@ 2 npplication and Device Cortral *irus and Spywvare Protection policy - Hi Edt |
&

High security pol

Mantors LiveUpdate Wirus and Spywware Protection policy - Hi Delete Higher performan
Exceptions
Copy
;-_'l Policy Components & Paste
Azsign
Reports
Impart...
— Export
Palicies

The Virus and Spyware Protection policy window for the selected policy is displayed.
11. In the left pane, select Windows Settings > Protection Technology > Auto-Protect.

Yirus and Spyware Protection
Policy

Owerview
= windows Settings

Scheduled Scans:

Administrator-Defined Scans

Protection Technology:

Auto-Protect
Dowenload Protection
SOMNAR

Early Launch Arti-Malweare Driver

The Auto-Protect pane is displayed on the right side of the window.

12. On the Scan Details tab of the Auto-Protect pane, select the Advanced Scanning and Monitoring

button.

@Virus and Spyware Protection policy - Balanced [ x]

Virus and SpyWZI'E Protection
Folicy

Owerview
=l Windows Settings
[eE
Administrator-Defined Scans
Auto-Protect
Dowvnload Praotection
SONAR
Early Launch Arti-Makware Driver
s
Internet Email Auto-Pratect
Microsoft Qutlook Auto-Protect
Lotus Motes Auto-Protect
Advanced Options:
Global Scan Options
Guarantine
Mizcellaneous

= Mac Settings

Administrator-Defined Scans

Avto-Protect

Miscellaneous

Scheduled Scans:

Protection Technology:

Advanced Options:

Auto-Protect

Scan Details [ Actions 1 Notifications 1 Advanced I

M ¥ Ensble futo-Protect

Scanning

Specity what files or processes are scanned by Auto-Protect

File types:
T Scanal fies
" Scan anly selected extensions: Select Extensions.
[T Determine file types by examining fils cortents
Adcitional options

Tﬂ [V scan for security risks

| Advanced Scanning and Monitoring. ..

Network Settings

Specify network options for scanning files on remote computers:

rﬂﬂ [¥ Scan files on remote computers | Network Settings...

[ Only wehen files are executed

[ Ok H Cancel H

Help

J

13



14 Configuration

The Advanced Scanning and Monitoring dialog box is displayed.

13. In the Scan Files When area, select the Scan when a file is modified option.

@Advanced Scanning and Monitoring

Scan Files When

Specity activities that trigger automatic scans.
rm 7 Scan when = file is accessed or modified
Soan when & file iz modified
rm ¥ Scan when a file is backed up

rm [¥ Do not scan files when trusted processes access the files

Floppy Settings

Specify options for scanning floppies.

rm V¥ Check floppies for boot viruses when sccessed

When a baat virus is found:

|Leave alane (log only] E|

Other Options

rm V¥ Delete newyly created infected files if the action iz 'Leawe alone (log only '
[ Delete nexvly created security risk if the action is 'Leave alone (log onlyy'

Tn W Preserve file times

O H Cancel || Help

14. Select the OK button.
15. In the Symantec Endpoint Protection Manager window, select the LiveUpdate object.

@ Symantec Endpoint Protection Manager

() Symantec™ Endpoint Protectio

é Policies
T wi i
M U Wirug and Spyeweare Protection
ii Firesneall
{:} Intrusion Presention
[@ Application and Device Control
Moritars @) LiveUpdste
& Exceptions
i‘ Q Policy Components &
Reports
Policies

The LiveUpdate Policies pane is displayed on the right side of the window.

16. On the LiveUpdate Setting tab, right-click the LiveUpdate Settings policy item and select Edit from
the resulting shortcut menu.
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® Symantec Endpoint Protection Manager

([)) Symantec™ Endpoint Protection Manager

- T
ﬁ_ Policies y @ LiveUpdate Policies
1 wirus and 5 Protecti e e
Hame ¥ ¥irus and spyware Protection LiveUpdate Settings | LiveUpdate Conte
ii Firesasall
0 Intrusion Presvention Hame |
@ Q Application and Device Cortrol Livellpdate Seftings policy Cres
T ) Livelpoate Add...
& Exceptions Edlt...
i Q Paolicy Components & Delete
Copy
Reports
[RE— Azsign...
EZ Impart...
Export...
Policies

The LiveUpdate Settings policy window is displayed.

17. In the left pane, select Windows Settings > Schedule.

() LiveUpdate

Palicy
Crver ey

= Windows Settings |

Server Settings

Schedule

Aclvanced Settings
E Mac Settings

Server Settings
Schedule

Advanced Settings

The Schedule pane is displayed on the right side of the window.

18. In the Schedule pane, use the available controls to set the update process to occur during off-peak
hours.
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Onerviems

[ windows Settings

Server Seftings

Schecule

Aovanced Settings

[ Mac Settings

Server Settings

Schecule

Advanced Settings

Schedule

LiveUpdate Scheduling

Enahle the scheduling of automatic downloads from LiveUpdste servers. The schedule settings do not control dovwnlosds from
the defautt management server, from Group Update Providers, or from third party cortent managemert tools

Mote: The controls on this dialog will only be enabled if Use s Livelpdate Server is selected on the Server Settings tab.
[V Ensble Livelpdste Scheduling

Frequency

Specifty how often to schedule clients to run LiveUpdste snd check for snd downlosd the lstest updstes.

© Continuously © Every hours [l ™ Weekly

Retry Window

Set the maximum retry window: allowed after s mizsed scheduled update. If the maximum time is reached before the update
has run, the computer will weait for the next scheduled time to try again.

F Keep trying for (in hours):

Download Randomization Options

The follovving parameters defing the time windowy around the scheduled time in which to perform the download. A random
dowwnload time within that time window will be chosen.

™ Randomize the start time to be + or - (in hours):

Idle Detection

[l Delay scheduled LiveUpdste until the computer is idle. Overdue sessions will run unconditionally

Options for Skipping LiveUpdate

Wou can skip scheduled LiveUpdste sessions if the client protection is up to dste. Scheduled LiveUpdste sessions occur only

if &ll the conditions that vou specity are met.

F Livelpdste runs only it Yirus and Spywware defintions are older than:

[v]

&3]

|| Ok I[ Cancel ” Help

]

19. When you have finished configuring the update schedule, select the OK button.

Configuration

20. In the left pane of the Symantec Endpoint Protection Manager window, select the Clients object.

Clients 4

= % iy Company
L % Defautt Group

Clients

|
= | Tasks=

21. In the Clients area, select the group to which you have assigned your Interactive Intelligence product

servers.

The configuration pane for the selected group is displayed on the right side of the window.
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22. In the Location-specific Policies and Settings area, ensure that the following items that you modified
for your Interactive Intelligence product server are being issued:

e Virus and Spyware Protection policy
e LiveUpdate Settings policy
e Exceptions policy

on Manager Refresh | Help | Loo Of
4
N E& Default Group Palicy serial number:
Clients | Policies [ Details ] Install Packages
Policy inheritance iz OH
¥ Inherit policies and settings from parent group "Wy Company™
Location-independent Policies and Settings
Custom Intrusion Prevention Off Liveldpdate Content Policy Settings
Systern Lockdown Off Client Log Settings
Metwork Application Monitorin Off Communications Settings
External Communications Settings
General Settings
Location-specific Policies and Settings
= Location-specific Policies: Add a policy...
= irus and Spyware Protection policy - Balanced Tasks w
3 Firowal policy Tasks w
Intrusion Presrention palicy Tasks »
Application and Device Control policy Tasks »
9 Livelpdate Settings policy Tasks w
2 MM Server Exceptions Tasks w
* Location-specific Settings:
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Change Log

The following changes have been made to this document since release:

Date Change

June 15, 2012 Initial Release

July 5, 2012 Added admonishment about the importance of selecting the correct installation
type

March 18, 2013 Updated for 12.1.2

April 15, 2013 Added content stating that the reader must verify the paths of excluded files
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